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Electronic Warfare Test and Evaluation
(RTO AG-300 Volume 17)

Executive Summary

Control and exploitation of the electromagnetic spectrum has become as much a part of modern
warfare as air superiority or dominance of the sea lanes. Electronic Warfare (EW) is the mission area
responsible for establishing and maintaining a favorable position in the electromagnetic domain. Test
and evaluation (T&E) of those devices used on modern military aircraft to prosecute this critical
mission area requires the use of a wide range of test techniques and analytical methods to assure users
of the readiness of EW systems to meet the challenges of the combat environment. Actual in-flight
testing comprises a relatively small portion of the EW T&E process. As a result, the reader will find
that the concentration in this document is far broader than “flight test” - ranging from laboratory efforts
to establish the system performance baseline through complex ground-based simulations and finally
the limited verification accomplished in the open-air range environment.

This document is intended as an introductory text dedicated to EW systems test and evaluation. While
other volumes in the Flight Test Techniques Series have provided limited coverage of EW system
testing, they have been generally aimed at a broad view of T&E and have not resulted in a singular
focused handbook on EW test techniques.

While the primary goal of this document is to introduce the novice to a disciplined approach to EW
testing, it will also serve more experienced testers and program managers as a concise reference for the
EW test process and test resources. It begins with an overview of the test process in the context of the
roles and missions expected of EW systems. Subsequent chapters provide examples of test
requirements for major categories of EW systems. The final chapters focus on descriptions of specific
types of test resources and how they can be linked to simulate predicted operational conditions. A
catalog of some useful EW Test Facilities is included in an annex to this document.
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Les essais et ’évaluation du matériel
de guerre électronique

(RTO AG-300 Volume 17)

Synthese

Le contrdle et I’exploitation du spectre électromagnétique font partie intégrante de la guerre moderne
au méme titre que la supériorité aérienne ou la domination des voies maritimes. La guerre électronique
(EW) est la fonction opérationnelle destinée a établir et & maintenir une position favorable dans le
domaine électromagnétique. Les essais et les évaluations (T&E) des dispositifs permettant aux
aéronefs militaires modernes de réaliser cette mission essentielle font appel a une large gamme de
techniques d’essais et de méthodes analytiques pour assurer aux utilisateurs la disponibilité des
systemes EW malgré les difficultés posées par 1’environnement de combat. Aujourd’hui, les essais en
vol ne représentent qu’une proportion relativement faible du processus EW des essais et évaluations.
Par conséquent, le lecteur trouvera dans ce recueil des documents dont le champ d’intérét dépasse celui
des « essais en vol », allant des travaux effectués en laboratoire pour établir une base de référence pour
I’évaluation des performances des systémes, aux simulations au sol complexes et, enfin, aux
vérifications limitées effectuées a I’extérieur, sur les zones d’essai.

Ce document est un texte préliminaire consacré aux essais et aux évaluations des syst¢tmes EW. Bien
que d’autres volumes dans la série sur les techniques des essais en vol aient proposé un traitement
limité des essais des systemes EW, ils ont, le plus souvent, donné une description assez générale du
T&E, sans aboutir & un manuel consacré aux techniques d’essai du matériel EW.

Si ce document a pour objectif principal de présenter au débutant une introduction 2 une approche
rigoureuse des essais EW, il servira également d’ouvrage de référence succinct pour les responsables
de programme et les ingénieurs d’essais plus expérimentés. L’ouvrage commence par un aper¢u du
processus d’essai dans le cadre des missions et des roles prévus pour les systtmes EW. Les chapitres
qui suivent fournissent des exemples de spécifications d’essai pour les grandes catégories de systémes
EW. Les derniers chapitres sont axés sur des descriptions de moyens d’essai spécifiques et les
possibilités d’association afin de simuler les conditions opérationnelles prévues. Un catalogue
d’installations d’essais EW intéressantes est inclu en annexe a ce document.
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Preface

Most students of Electronic Warfare (EW) would declare its beginning to be about 1936. Many would say that
the golden years of EW were in this early period leading up to and continuing through World War II. Little was
spoken of EW’s contribution in those early days, and frequently clear evidence of the EW systems effectiveness
was lacking. Today, EW is a recognized requirement for nearly every weapon system. But clear judgements of
its effectiveness remain elusive. This is the burden left to the tester. Test and Evaluation processes must be
devised to rigorously establish the effectiveness and military worth of the EW system. These processes must be
able to predict and then create the complex electromagnetic environment expected to occur in actual warfare.

The past decade has seen an enormous increase in the use and importance of the “electronic battlefield.” The cat
and mouse game of detection and evasion through the use of the electromagnetic spectrum has become the
dominant feature of modern air warfare. A basic grounding in test methods and processes is essential to today’s
test pilots and flight test engineers.

Today’s tester makes judicious use of a plethora of models, simulations, and hardware-in-the-loop test facilities
prior to and during the more realistic open-air range and installed system test facility events. Analysis of data
derived from each of these test opportunities leads to the overall evaluation of the EW system. This volume will
introduce the concept of the EW Test Process and subsequently show how it is applied in each class of test
facility and to each major division of EW systems.

vii




Foreword

While other volumes in the Flight Test Techniques Series have provided limited coverage of Electronic Warfare
(EW) system testing, they have been generally aimed at a broad view of test and evaluation (T&E) and have not
resulted in a singular, focused handbook on EW test techniques. This volume has as its sole focus the processes,
techniques, facilities, and goals of T&E of modern EW systems. Much of the world of EW remains shrouded in
secrecy, and detailed descriptions of some test resources, test results, and EW techniques cannot be presented
herein. However, this volume can fulfill its desired goal of serving as a comprehensive introduction to the
practice of EW test.

The first section provides a historical perspective of EW system development, an overview of EW systems, and
basic motivations for T&E. The reader will quickly realize that the development and eventual qualification of
EW systems is heavily reliant on the use of ground-based test and evaluation resources. Since EW system
performance is substantially scenario dependent, much of the testing must be accomplished in a combat
representative electromagnetic environment. These high density and wildly dynamic conditions can only be
offered to the tester through the application of complex models, simulations, and analytical processes.

Sections 2, 3, and 4 of this document examine the motivation for testing each of the three primary classes of EW
systems; Electronic Support Systems, Electronic Attack Systems, and Electronic Protect Systems. Examples of
test objectives, measures of effectiveness and performance, and test resource utilization are discussed. Section 5
introduces architectural considerations for EW Systems and discusses how various architectures may affect the
test approach.

The EW Test Process, defined in Section 1, is based on an organized application of test resources including
measurement facilities, models, simulations, hardware-in-the-loop facilities, installed system test facilities, and
open-air ranges. Sections 6, 7, and 8 provide a discussion of how and when each of these test resource categories
should be considered for inclusion in the test program. A catalog of some useful EW Test Facilities is included in
the annex of this document.

Finally, some lessons learned in the T&E of EW systems have been collected in Section 9. While the specific
issues depicted by these anecdotes may not be present in some future test program, the general nature of the
lessons may be useful in avoiding costly mistakes.

Overall, this document will help the novice EW tester become familiar with the major e¢lements of EW
developmental and operational testing. More experienced testers will find the document to be a helpful reference
source with a concise description of both test processes and test resources throughout the US and Europe. For
those individuals with broader responsibilities in the acquisition, operations, or sustainment of EW systems, this
volume will be a useful introduction to the potential for gaining in-depth understanding of EW system
functionality and performance through the disciplined application of the EW test process.
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1.0 INTRODUCTION TO ELECTRONIC WARFARE TESTING

1.1 Purpose

Test and Evaluation (T&E) of Electronic Warfare (EW)
systems requires a disciplined application of the scientific

method, modern measurement systems, and rigorous analysis

of resulting data products. The need for a rigorous T&E
process for EW is accented by concerns over the capability to
acquire and field effective EW systems. As a result, an
improved T&E process has evolved that is characterized by a
Test-Evaluate-Compare strategy rather than the previously
practiced Fly-Fix-Fly approach. This AGARDograph serves
as a primary reference to introduce this improved T&E
methodology, discuss its application to the evaluation of
specific EW systems, provide a useful directory of key EW
T&E resources available to NATO members, and list lessons
of the past which will improve the productivity of future
testing. While much of the content is aimed at personnel with
relatively little experience in the field of EW T&E, it is hoped
that this volume can also serve as a basic “checklist” of issues
to be covered in planning, conducting, and evaluating EW
tests. In order to gain an appreciation for current practices in
EW T&E, some discussion of the history of EW system
development, EW system application in modern warfare, and
generic elements of disciplined testing are presented in this
introduction.

With the rapid evolution of military electronics and computer
science, the range, complexity, and sophistication of EW
systems has grown significantly. It would, therefore, be
impractical to cover all aspects of EW system testing in a

single volume. It is, however, desirable to cover the core T&E

concepts, procedures, and techniques that apply generically to
most EW systems. The subject matter is focused on testing
avionics systems for military aircraft whose purpose is
primarily for electronic countermeasures and counter-
countermeasures. This testing has much in common with the
testing of any avionics system, especially in those areas that
relate to the “-ilities”, i.e., availability, operability,
supportability, and reliability.

1.2 Definitions

While a complete glossary is included in this document, some
understanding of terminology commonly used in the
descriptions of EW systems and the attendant test procedures
is thought useful at this point. Throughout the past decade the
terms “Electronic Warfare” and “Electronic Combat” have
been used somewhat interchangeably. As of this writing, the
term Electronic Warfare seems to be the standard in the U.S.
military lexicon and will be utilized throughout this
AGARDograph. Electronic Warfare is defined as military
action involving the use of electromagnetic and directed
energy to control the electromagnetic spectrum or to attack
the enemy. It is interesting to note that the definition of EW
does not make any reference to the equipment used, but rather
is confined to a description of the task or mission.

For the most part, the equipment used specifically in the
accomplishment of EW is avionics. Avionics is defined as the

science and technology of electronics applied to aeronautics
and astronautics. This relationship between EW and avionics
establishes the domain of EW T&E in the aerospace
environment. Testing and evaluating EW systems requires the
application of the skills and insights requisite of testing
avionics equipment in general, tempered with a view of the
military actions to be accomplished using these devices. The
functionality and military worth of EW systems are highly
scenario dependent.

For the purposes of this document, Electronic Warfare has
been sub-divided into three major categories: Electronic
Attack (EA), Electronic Protection (EP), and Electronic
Support (ES). EA uses electromagnetic or directed energy to
attack an enemy’s combat capability. EP constitutes
protection of friendly combat capability against undesirable
effects of friendly or enemy employment of EW. Included
under ES is surveillance of the electromagnetic spectrum for
immediate threat recognition in support of operations and
other tactical actions such as threat avoidance, homing, and
targeting. Figure 1-1 shows the relationship of the various
elements of electronic warfare.

ELECTRONIC WARFARE

EP

ACTION TAKEN TO PROTECT
PERSONNEL, FACILITIES, OR
EQUIPMENT FROM ANY EFFECTS OF
FRIENDLY OR ENEMY EMPLOYMENT OF
ELECTRONIC WARFARE THAT

DEGRADE, NEUTRALIZE, OR BESTROY
FRIENDLY COMBAT CAPABILITY

EA

USE OF ELECTROMAGNETIC OR
DIRECTED ENERGY TC ATTACK
PERSONNEL, FACILITIES, OR
EQUIPMENT WITH THE INTENT
OF DEGRADING, NEUTRALIZING,
OR DESTROYING ENEMY
COMBAT CAPABILITY

ACTIONS TASKED BY, OR UNDER DIRECT
CONTROL OF, AN OPERATIONAL COMMANDER TO
SEARCH FOR, INTERCEPT, IDENTIFY, AND LOCATE
SOURCES OF RADIATED ELECTROMAGNETIC
ENERGY FOR IMMEDIATE THREAT RECOGNITION IN
SUPPORT OF EW OPERATIONS AND QTHER
TACTICAL ACTIONS SUCH AS THREAT AVOIDANCE,
HOMING, AND TARGETING

ARM COMBAT DF

COMBAT THREAT ELECTROMAGNETIC
WARNING HARDENING

DIRECTED ENERGY

EW FREQUENCY
DECONFLICTION
OTHER PROCEDURES AND
ELECTRONIC TECHNIQUES/MODES

ELECTROMAGNETIC
JAMMING
ELECTROMAGNETIC
DECEPTION

Figure 1-1 Electronic Warfare Elements [1]
1.3 Test Resource Categories

Testing of EW systems spans an enormous range starting with
inspection of components and materials to be used in the
manufacture of systems and culminating with inservice
troubleshooting and failure diagnosis. This AGARDograph
concentrates on that testing used to assess the capability of an
EW system to comply with system level specifications,
perform its intended military role, and its potential to be
serviceable and supportable in the field. These qualities are
generally assessed using a combination of flight and ground-
based tests and employing a wide range of test resources. Test
resource categories applicable to EW testing include
Measurement Facilities (MFs), System Integration




Laboratories (SILs), Hardware-in-the-Loop (HITL) facilities,
Installed System Test Facilities (ISTFs), and Open-Air
Ranges (OARS). A sixth resource category of growing
importance is Modeling and Simulation (M&S).

It is tempting to equate “types of tests” with specific test
facilities. For instance OARs provide an environment where
aircraft can be operated in their intended flight regimes, but
can also often support testing of systems installed in the
aircraft while the vehicle is on the ground. In this scenario, we
would be conducting an “installed system” test type using an
OAR resource category. Large anechoic chambers, capable of
holding an actual aircraft, are frequently classed as “Installed
System Test Facilities.” While this categorization is
applicable, it does not convey the full range of applications
for which an ISTF may be suitable. Frequently, ISTFs are
used to support HITL tests, integration activities, and
simulations. As a result, we may arrive at inaccurate or
incomplete understandings of the T&E value of many test
resources if we allow the resource category description to
define the test types that the resource can support. This
AGARDograph will use the terminology Test Resource
Category to identify the primary role of a specific test facility
and will use Test Type to reference the various levels of
testing and system integration that may be accommodated at a
given facility. .

1.4 Types of Tests

Generally speaking, there is a hierarchy of test types which
must take place in order to quantify the overall performance
of the system under test (SUT). This sequence of T&E events
tends to mirror the overall maturing of the SUT as it
progresses through the development process. Figure 1-2
depicts this process and helps to characterize an important
attribute of the test process; it is a purposefully recursive
process that continually refines the estimated performance of
the SUT as it reaches higher levels of integration and
maturity. Throughout this process, the predict, test compare
concept is employed.

Of course such a deliberate process may be difficult or even
impossible to achieve due to fiscal, schedule, or test facility
constraints. Each of the desired test events represent an
opportunity to, in some manner, reduce risk in developing the
EW system. Here is where the tester’s experience must be
applied to make wise choices in identifying test events to
reduce in scope or totally eliminate in order to fit the test
program into the available budget, schedule, and test facilities.

Some of the choices may be less than obvious. For instance,
flight testing is generally considered to be a more complete
test than those events accomplished in a HITL or ISTF. The
experienced tester, however, may determine that.due to
limitations of threat simulators available on the OAR, he can
actually create a more realistic test scenario in an ISTF. This
particular type of choice is frequently encountered when
testing the effects of high threat or signal density. Most OARs
are very limited in the quantity of threat simulators they can
provide. On the other hand, HITLs and ISTFs can most often
simulate very large numbers of threat signals.
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Figure 1-2 T&E Process [1]
1.5 History of EW

Many would argue that EW dates back to the American Civil
War and the advent of telegraph as an important form of
military communications. Early EW techniques included
interruption of the enemy’s communications by cutting the
telegraph lines, and spoofing by sending misleading
messages. These processes are similar to our current concept
of EA. Listening in on the enemy’s transmissions by tapping
the telegraph lines may be the earliest form of ES. In any
case, while no radiated electromagnetic energy was involved
at this point, the rudimentary concepts of attacking,
protecting, and exploiting electronic communications had
begun.

The pursuit of EW in military aviation first started in earnest
during World War II. Radio beams were used to guide
bombers to their targets, radar was used to detect and locate
enemy aircraft, and radio communication were becoming the
primary means of establishing command and control. As each
new electronic measure was employed, the adversary would
develop a countermeasure or EA capability. In many
instances, in order to preserve the advantage of the initial
electronic measure in the face of countermeasures, counter-
countermeasures or EPs were developed.

Although the emergence of aircraft electronic self-protection
systems can be dated much earlier, particularly for strategic
bomber and reconnaissance aircraft, the Vietnam conflict
provided the overwhelming urgency for the large scale
introduction of means to counter Surface-to-Air Missiles
(SAMs) and radar-directed Anti-Aircraft Artillery (AAA).
During the period of combat air operations over Vietnam,
tactical aircraft progressed from virtually no EA capability to
a status where EA capable systems were a requirement for
every exposure to a threat envelope. This era marked the
beginning of modern requirements for survival in the presence
of electronically directed enemy fire control.




1.6 EW System Application In Warfare

As discussed earlier in this chapter, EW can be broken down
into three primary divisions; EA, EP, and ES. In order to
better understand the test requirements, a brief overview of
each of these primary divisions is given below. It is not the
intent of this publication to fully describe the role of EW in
military actions or to provide a detailed analysis of specific
EW techniques.

1.6.1 Overview of EA

EA is the use of electromagnetic or directed energy to attack
personnel, facilities, or equipment. There are four basic sub-
divisions of EA; jamming, deception, anti-radiation missiles
(ARMs), and directed energy weapons. Jamming is generally
defined as deliberate radiation, re-radiation, or reflection of
energy for the purpose of preventing or reducing an enemy’s
effective use of the electromagnetic spectrum. With recent
advances in technology and more frequent use of spectra
outside the electromagnetic range, this definition can be
extended to cover similar action against infrared (IR),
ultraviolet (UV), and electro-optical systems.

Jamming is the most prevalent form of EA and has three
major sub-divisions; self-protection, escort, and stand-off. In
self-protection jamming, the same vehicle being targeted by
the enemy radar or sensor system carries the EA system.
Usually, this form of jamming has the disadvantage of being
limited in the amount of effective radiated power (ERP), but
has the advantage of being able to inject EA in the main lobe
of the enemy system. In escort jamming, the escort vehicle
(the vehicle carrying the EA system) is often dedicated solely
to EA, thus providing for more available ERP and having the
advantage of injecting interference in the main lobe of the
enemy system as well as the sidelobes. In stand-off jamming,
the EA platform is at a long range from the enemy defenses
and is usually in the sidelobe of the enemy radar, but it too
can provide more ERP by being dedicated to EA.

There are basically two types of enemy radar that must be
jammed by EA. The first is surveillance, or search radar, used
to locate the position of a target within a large coverage
volume. A specific type of surveillance radar of interest to the
EA designer is the acquisition radar used to locate targets for
fire control systems. The second type of radar to be jammed is
the tracking radar that is usually given high priority in the
hierarchy of EA threats because it is associated with the
terminal phases of a weapon guidance system. EA techniques
are used to disrupt or break the threat’s range, velocity, or
angle tracking capability and force the acquisition radar to
relocate the target and re-aim the weapon - a process which
could provide the target the time to pass harmlessly through
the threat’s engagement envelope.

Passive techniques are also used to avoid, degrade, or deceive
an adversary’s sensor systems. Chaff, passive decoys, and
signature reduction are all elements of EA.

Several jamming techniques are often used in conjunction to
confuse the enemy radar system. For example, it may not be

enough to break range or velocity lock in a tracking radar. If
the acquisition radar still has valid angle information to
provide to the weapon, the target can be quickly re-acquired.
Several EA techniques can be used in concert to completely
mislead the acquisition system, thus preventing the target
from being relocated in time to re-aim the weapon.

1.6.2 Overview of EP

EP is that action taken to negate the effects of either enemy or
friendly EA that would degrade, neutralize, or destroy
friendly combat capability. EP techniques tend to be the result
of developments of EA capabilities. Most EP techniques are
defined in relation to how they counter a specific EA threat.
Usually, the EP technique is some improvement in the sensor
design that counteracts the effect of a specific EA technique;
therefore, it is difficult to understand the purpose of a specific
EP technique without knowing the EA technique that it is
designed to counteract.

Usually, the design requirements of a system that operates in a
jamming environment will exceed the requirements of a
similar system designed to operate only in a friendly
environment. For example, a radar receiver designed for use
in a friendly environment can tolerate relatively wide band
frequency response with only minimal degradation in
performance. A similar receiver designed for use in a
jamming environment would require narrow band frequency
response to prevent skirt jamming.

The EP designer may utilize sophisticated transmitted
waveforms and receiver processing that will make deception
jamming difficult. This forces the enemy to use high-power,
brute-force noise jamming. The EP designer can then use
frequency hopping or multiple simultaneously transmitted
frequencies so that the enemy must broaden the bandwidth of
his jamming. This causes the enemy jammer to diffuse its
energy over a wide bandwidth, thus reducing the effectiveness
of the EA. A true cat and mouse game between EA and EP
designers results.

1.6.3 Overview of ES

ES is that division of EW concerned with the ability to search
for, intercept, identify, and locate sources of radiated
electromagnetic energy. ES is used in support of tactical
operations for situational awareness, threat avoidance,
homing, and targeting. Onboard radar warning and missile
warning receivers, as well as many off-board surveillance
systems, are considered elements of ES.

1.7 EW Test and Evaluation Process

An overall plan or process is required to conduct efficient,
cost effective T&E. The EW T&E process presented here is
intended to be universal, for use by all participants involved
in weapons acquisition and development. Its use implements a
predict-test-compare philosophy and stresses adequate ground
testing before implementing a flight testing methodology.
This process is applicable in developmental, operational, and
other phases of military systems testing. If you are starting to




plan, manage, or conduct an EW T&E effort, this process will
help you do it in a disciplined, scientific, and cost-effective
manner. As depicted in Figure 1-3, the methodology
recommended in this document is based on a solid foundation
of cost effective ground-based tests leading to a focused
evaluation in the proposed operational environment.
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Figure 1-3 Predict-Test-Compare [1]
1.7.1 Objectives of the EW T&E Process

The three primary objectives of the EW T&E Process are: 1)
to reduce the risk of hidden flaws in the product that will be
very costly to fix later; 2) to demonstrate system performance
that proves new and modified systems are being properly
developed/improved and will meet the needs of the user; and
3) to contribute timely, accurate, and affordable information
for life cycle acquisition and support decisions.

The need for such a well defined process, as shown in Figure
1-4, has been demonstrated many times by the troubled
histories of EW programs that came on line too late, were
over budget, or unable to meet user needs. Past EW programs
have displayed a pattern of latent deficiencies manifesting
themselves in operational test and evaluation, necessitating
expensive fixes and re-testing. .

Efficient use of limited and costly resources that exist to
support EW T&E is of growing importance during periods of
consolidation, down-sizing, and reorganization. This means
using test concepts that take advantage of current and
emerging Modeling and Simulation (M&S) and ground test
technologies to streamline Developmental Test and
Evaluation (DT&E) and Operational Test and Evaluation
(OT&E). Test concepts that promote a fly-fix-fly
methodology or emphasize open-air range testing as the
primary test method may not be cost effective approaches to
testing.

The process suggested here is aimed at improved risk
assessment and risk management. Risk as used here means the

probability that the product will have latent deficiencies that
will not show up until later testing or when fielded. This risk
will likely cause significant: 1) disruption of schedule; 2)
increase in cost; and/or 3) degradation of performance. Risks
are always a future consideration. Once a risk event happens,
it is no longer a risk; it is a problem.
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Figure 1-4 EW T&E Process

Using this process involves taking actions and making
decisions that answer the questions presented in the following
six steps.

Step 1) Determine Test Objectives—This is an action step.
What are the technical and operational issues that must be
proved? What are the risk areas? What T&E information is
needed by decision makers? Are the test objectives based
upon mission, task, and performance requirements? What are
the underlying assumptions supporting these objectives, and
are they likely to change?

Step 2) Conduct Pre-Test Analysis—This is an action step.
What is the test concept? What are the test points? What are
the predicted outcomes? What analytical tools must be
developed? What types and quantities of data are needed?

Step 3) Test—This is an action step. Are the appropriate T&E
resources being used to conduct the tests? Will they
accomplish the major test objectives? Will the tests show if
risk mitigation measures work? Is the required data being
collected and analyzed? Are results being reported?

Step 4) Evaluate—This is an action step. Have conclusions
been reached and recommendations made? How do results
compare with predictions? Did post-test analysis compare
predicted outcomes to test measured outcomes? Has analysis
identified the root cause of discrepancies? Have technical and
operational judgments been applied to the results? Has the
information been reported to decision makers?

Step 5) Acceptable Risk? —This is a decision step, a
judgment call by a decision maker. Was the test outcome
satisfactory? Have technical and operational risks been
reduced to acceptable levels? Will the needs of the user be
met? If yes, proceed forward. If no, go to the sixth step of the
process.

Step 6) Improve—This is an action step. What must be
changed or refined? Who must take corrective action? These
are actions to improve the EW system design, correct a flawed
test method, find and fix errors in models and simulations, or
improve the test process.




1.7.2 Integrated Processes

The EW T&E Process supports and must be integrated with
the more complex Acquisition Process. The EW T&E Process
interfaces with the system acquisition process as shown in
Figure 1-5. The user defines system requirements and deploys
the system after development. The program manager controls
program specifications, design, and production. The Test
Organization is responsible for detailed test planning,
conduct, evaluation, and reporting. Information must be
developed and shared between user, tester, and acquisition
communities. EW testing requires an integrated effort
(teamwork) to get a quality product with low risk that meets
user needs.
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Figure 1-5 Integrated Effort [1]
1.7.3 More Productive Flight Testing

The EW T&E Process replaces the fly-fix-fly test philosophy
with the more scientific predict-test-compare philosophy.
Rigorous ground testing is done before and during flight
testing to permit a high confidence flight test. Simulations are
used to predict ground and flight test results at specific points
in the performance envelope. Ground tests are then
conducted, differences analyzed, and if appropriate,
deficiencies corrected. Once ground testing demonstrates that
performance is as predicted, flight testing can begin, using the
predict-test-compare philosophy with deficiencies
investigated on the ground and necessary model updates
accomplished. Verification of the ground test data at the
proper envelope points means flight testing will not have to be
done throughout the entire performance envelope. This
approach amounts to flight testing smarter, not harder.

1.7.4 Data Reduction

The test itself only provides data, observations, and _
information to be subsequently evaluated. The bridge between
testing and evaluation is “data reduction.” Often this step is
thought to be a simple act of feeding data to the computers
and waiting for the output to appear on the engineer’s desk.
Experienced testers know differently; they are fully aware that
factors such as selection of data, editing of “wild points,” and
determination of statistical processes to be applied to the data
can have a major effect on the outcome of the evaluation. A
thorough understanding of experimental statistics is a
prerequisite for the successful evaluation of any EW system.

1.7.5 Examples

Figure 1-6 contains examples of how the six resource
categories support the different kinds of EW testing required.
The annex of this document provides summary information
on specific facilities representative of those typically used.

1.8 EW T&E Resource Utilization

Recognizing that threat system availability, threat density, and
closed-loop effectiveness may dictate resources used, the
following considerations apply.

1.8.1 Relative Cost

In general, the cost per test becomes more expensive as the
testing moves to the right as shown notionally in Figure 1-7.
The use of models, simulations, and ground testing can reduce
overall test costs since open-air flight tests are the most costly.
In general, the cost per test becomes more expensive as the
testing moves to the right, as shown notionally in Figure 1-7.
The use of models, simulations, and ground testing can reduce
overall test costs since open-air flight tests are the most costly.

1.8.2 Relative Use

Due to the complexity of EW systems and threat interactions,
modeling and simulation can be used in a wide range of
progressively more rigorous ground and flight test activities.
Figure 1-8, also notional, shows that modeling and simulation
and measurement facilities are used throughout the test
spectrum. It also shows how the number of trials/tests should
decrease as the testing proceeds to the right through the
categories. ‘
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1.9 Safety Considerations

No introduction to EW test and evaluation would be complete
without some mention of safety. Specific safety procedures
must be developed and observed for each type of test in each
type of facility. Some basic considerations should be obvious,
but are all too often overlooked.

1.9.1 Electrical Shock Hazard

Many EW systems utilize high power transmitters requiring
high voltage excitation for the final output stages. In addition,
nearly all EW systems make use of either 115VAC or 28
VDC electrical power for operation. While these power
sources are generally well protected when the system is
installed in its operational configuration, they may be exposed
and easily contacted during test activities. This is particularly
true in the HITL and SIL environment.

1.9.2 Radiation Hazard

As metioned in the previous paragraph, it is common to find
high power RF transmitters in Electronic Attack systems.
Effects of human exposure to high intensity RF fields can
very from minor reddening of the skin to severe and
permanent damage to internal organs. High power radiation
can also cause equipment damage. The most common
opportunity for such damage is in anechoic chambers. The
radar absorbent material (RAM) used in these chambers will
absorb rather than reflect the RF energy from the systems in
operation. The absorption of energy causes heating of the
RAM. As a result, power levels must be carefully monitored
and constrained to levels below that at which the heating of
the RAM will result in a fire. Radiation hazards can exist in
all test environments but are most frequently encountered in
the ISTF and OAR testing phases.

1.9.3 Pyrotechnic Hazards

EW expendables such as chaff and flares rely on pyrotechnic
(explosive) devices for ejection. One can easily imagine the
results of an inadvertent firing of these devices during ground
maintenance or test operations. Also, EW pods carried on
centerline or wing stations of aircraft are frequently
jettisonable. Unintended firing of the explosive charges that
initiate the jettison sequence may result in both personnel
injury and equipment damage. These pyrotechnic hazards are
most likely to occur during ground test or preparation for
flight test in the OAR testing phase.

1.10 The Test Plan
All test activities require careful planning to be successful.

While test planning is not unique to EW, a mention of this
element is made here for completeness.

Test plans come in a multitude of forms and formats; each
created to ensure a specific requirement or group of
requirements are satisfied in the most complete and efficient
manner possible. Clearly, a complete description of the many
forms of test plans is well beyond the scope of this document;
however, we will discuss some of the key attributes and
motivations for good test planning.

1.10.1 Cost and Test Budget

Few, if any, test programs have unlimited funding and so
budgeting for each test event is critical. It is difficult to
accurately predict the cost of an unplanned or poorly planned
activity. Early in the program when test events are not clearly
specified, the budgeted cost for testing will likewise be only a
rough estimate. The sooner more complete test planning is
accomplished, the sooner the test budget can be accurately
determined. Generally, as the program progresses, the
potential for acquiring additional funding is reduced. Poor
budgeting at the beginning of the program will nearly always
result in severe constraints on test execution and failure of the
test effort to deliver the information required.

1.10.2 Schedule

As with the budget, the schedule for testing is affirmed
through the development of detailed test plans. Test facilities
needed to accomplish the desired testing may have very full
schedules. Your chances of having access to the facilities you
need, when you need them, is greatly increased if detailed test
planning is accomplished early. The schedule tends to be a
major driver for the budget. Inaccurate schedule projections
will generally lead to budget discontinuities and, in the end,
failure of the test program to deliver the required information.

1.10.3 Test Efficiency

Accomplishment of test events in the correct sequence can
substantially reduce the amount of retest or regression testing
required. Again, test planning is your primary tool to
understand and analyze the best sequence of events. It is also
the process where experienced testers accomplish the trade
studies to assess how programmatic risk will be effected by
elimination or insertion of test events.

1.10.4 The Bottom Line

It is the test planning process that permits a logical sequence
of test activities with reasonable expectations at each stage.
Data reduction and analysis, safety, and certainly a
meaningful evaluation are all virtually useless (and probably
impossible) without a carefully developed test plan.







2.0 TEST AND EVALUATION OF ELECTRONIC SUPPORT SYSTEMS

2.1 General Considerations

Electronic Support (ES) is that division of Electronic Warfare
(EW) concerned with the ability to search for, intercept,
identify, and locate sources of radiated electromagnetic
energy. ES is used in tactical operations for situational
awareness, threat avoidance, homing, and targeting. On-board
radar warning, laser warning, and missile warning receivers,
as well as many off-board surveillance systems, are
considered elements of ES.

2.2 Radar Warning Receivers (RWRs)

Radar warning receivers have three basic components: some
type of sensor (usually a set of antennas to capture the RF
signals of interest), a receiver/processor to measure and
analyze the RF signals of interest, and a display to make the
information available to the pilot. There are numerous
combinations of these components depending on the
particular mission and configuration of the platform in which
they are installed.

A typical RWR system, as shown symbolically in Figure 2-1,
consists of an antenna array, an RF signal processor, and a
control panel and display. For this example, four antennas,
each with an azimuth beam-width of approximately 90
degrees, are used. The antennas are mounted on the aircraft 90
degrees apart in azimuth such that the entire perimeter of the
aircraft can be monitored. On tactical aircraft the locations are
usually 45, 135, 225, and 315 degrees with respect to the nose
of the aircraft. Elevation coverage varies (usually around 30
degrees) and the pattern is biased 10 degrees or so below the
horizon.

Antennas

Receiver/
Proceser

Control
Panel

R

Figure 2-1 Simplified RWR Block Diagram
2.2.1 Receiver/Processor

The receiver/processor measures the magnitude of the RF
energy at the four antennas and performs an amplitude
comparison to see from which direction the RF energy is
being radiated. The receiver/processor measures several other
parameters of the RF signal. The time of arrival of each pulse
referenced to an internal clock is determined. If the signal is
Continuous Wave (CW), then the band the RF energy is in, or
in some cases the actual RF frequency, is measured. The pulse
width may also be recorded. Amplitude change over time may

also be measured such that radar scan information can be
derived. The amplitude of the signal can also be used to
estimate the radar’s range from the aircraft.

Through an iterative process of sorting the received signals in
frequency or at least frequency band, and then subtracting the
time of arrival of one pulse from the next, the time between
pulses can be found. This is termed the pulse repetition
interval or PRI. A CW signal will not have a PRI but is
simply sorted as a CW. When data consisting of frequency,
pulse width, PRI or CW, and scan are collated about one
received RF signal, it is compared to a list of the parameters
of known threat radars called a user data file (UDF). If the
measured parameters match an entry in the UDF, the received
signal is declared a threat and is displayed to the pilot.

2.2.2 Displays

The information provided to the pilot indicates the type of
radar that is directing energy toward the aircraft and possibly
its mode of operation, the direction it is radiating from, and an
estimate of its range indicating its lethality. Many systems
utilize a 3” (7.5cm) diameter CRT to present this information
to the pilot. In newer systems the information may be
presented on a page of a multi-function display. The displays
are oriented such that the top of the display represents the
nose of the aircraft and the bottom of the display the aft of the
aircraft. There may be several concentric rings on the display
that are used to separate the threats by lethality.

2.3 RWR Testing

When testing an RWR there are many factors to
measure/consider. The high level requirements are easy to
define. The system must be able to identify specific radars and
place a unique symbol on the display at the correct angle,
distance from the center of the display, in a specified amount
of time. These requirements seem easily quantifiable.
Specifications will detail the signals to be identified and
which threat radar modes system will identify. The
specification will also detail the required reaction time as well
as how many signals the system can handle simultaneously.
Several key subsystems or characteristics that must be tested
and well understood will be discussed in greater detail in
following sections. They are antenna performance, receiver
performance, threat recognition capability, multiple signal
environment operation, display quality, and interfaces.

2.3.1 Antenna Performance

Physical size and electrical performance in terms of gain
versus frequency and gain versus angle of arrival of the signal
characterize antennas. [deally, RWR antennas would be small
in physical size, and have a positive constant gain over all
frequencies and all angles. For RWRs utilized on tactical
aircraft it is possible to cover the 2-18 GHz band with 3dB
beam-widths of approximately 90 degrees. Where an antenna
is located on the aircraft can greatly influence the operation of
the entire RWR. However, in most cases, the characteristics of
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the antenna are chosen to minimize the change in RCS on the
host platform. Computer modeling is used to design antennas
and antenna placement. Actual antenna performance is first
determined at a measurement facility (MF) or antenna range
designed specifically for the purpose of measuring antenna
performance. Installed antenna performance is then
characterized at an Installed System Test Facility (ISTF) or
MF.

2.3.2 Receiver Performance

Receiver performance is critical to the overall performance of
the RWR system because the quality of the receiver output
determines what data the processor has to work with. It is
difficult to talk generically about receivers because almost
every receiver is unique to meet the specific needs of the
system it was designed for. There are, however, a few
common measurements that need to be understood. Receiver
sensitivity is a key parameter because it gives a good idea
about how well low power signals are measured. The most
common measurement of receiver sensitivity is minimum
detectable signal (MDS). MDS: is the smallest power level
value of an input signal that the receiver can detect. It must be
made clear that the receiver is able to process the signal and
not merely detect it. The operating range of the receiver is the
frequencies where the receiver meets its MDS specification
value. How well a receiver can resolve two signals close
together in frequency (selectivity) is also very important. If
the receiver is able to provide the processor more accurate
frequency values, it will make it easier to distinguish between
radars that are operating at nearly the same frequency.
Different types of receivers operate differently in high signal
densities and with simultaneous signals. The better the
receiver operates in a high-density environment, the easier it
is for the processor to properly identify and classify received
signals.

2.3.3 Threat Recognition Capability

Probably one of the most visible measures of merit is how
well an RWR can uniquely identify the radars it is
programmed to display. Two features that greatly effect how
well an RWR can do this are the detail in the user data file
(UDF) and the measurement capabilities of the receiver. The
UDF contains parameters to characterize the threats that are to
be displayed or intentionally not displayed. Mission data file
(MDF) is another name for these data. The parameters usually
found in the UDF are: radar frequency operating range, pulse
or CW operation, pulse width range, pulse repetition interval
(PRI) range, scan type, and scan frequency range. These are
just the basic parameters. Each system will have unique
parameters to optimize identification accuracy and response
time. The RWR must be able to identify the threat over its
entire operating range of the modes it has been programmed
to respond to. RWRs are usually only programmed to display
the target tracking modes of threat radars but may have other
modes of the radars in their UDFs to make sorting easier. The
target track modes are the only ones displayed because they
are the only ones that can lead to the launching of a missile or
direct gun fire toward the aircraft. Threat recognition is tested
by stimulating the system under test with the radar signatures

it is designed to detect and viewing the response on the
display. During these tests the display is monitored to verify
key characteristics. The time required to process and display
threat warnings, correct symbology, and proper location of
symbology can be observed. Generations of unwarranted
symbols (false alarms) and missed detections are also
observed. The entire UDF needs to be verified by testing at
the extremes of all the parameters. Initially, testing is
conducted using only one signal at a time. Testing continues
to increase in complexity when a multiple signal environment
is used.

2.3.4 Multiple Signal Environment Operation

RWR performance in a dynamic, multiple radar environment
is the only way to determine just how well the system will
perform in its intended environment. However, when a
multiple signal environment is encountered there are factors
that can only be measured qualitatively. Dense signal
environments are frequently generated using open-loop radar
simulators when testing is performed on the ground and by
pointing multiple radars toward the aircraft during flight test.
The quality of the simulators can greatly affect the types of
tests that can be performed on the RWR.

2.3.5 Display Quality

How “smoothly” a display changes when threats appear or
change angle is very important to a pilot’s ability to interpret
the data being presented. How quickly the RWR will update
the display to show relative position and priority changes can
also be critical to the pilot's situational awareness. These
features are difficult to analyze and usually not detailed in a
specification. Operational testing frequently reveals the
overall suitability of the display.

2.3.6 Interfaces

The RWR may be integrated with other on-board avionics. It
may share information with the aircraft’s radar, the jamming
system to help each system resolve ambiguities, and be used
in the decision criteria on whether or not an expendable will
be utilized. Blanking schemes from the jammer, the aircraft's
radar, or the radar altimeter may degrade the performance of
the RWR. All these interfaces must be tested singularly and
then in combination.

2.3.7 Ground Testing

There are many different ground tests during the development
of an RWR system. Actual antenna performance should be
obtained at a measurement facility built to perform that type
of testing. An accurate way of positioning the antenna and
measuring the resulting angle between source and antenna is
important as well as spectrum analysis capabilities and
computer processing capability to compute gain values and
present data. Parametric testing, as discussed in Section 2.3.2,
to determine the receiver performance should be
accomplished during ground testing for two reasons. First, it
is easier to access the hardware to conduct the tests, and
second, it avoids waste expensive flight time with an




immature receiver. Hardware-in-the-Loop (HITL) testing is a
large part of ground testing and may be the first time the
RWR system has seen a dense threat environment due to
limited simulation ability at the contractor facility. In the
HITL, threat recognition, display quality, and multiple signal
environment capabilities are tested. Testing begins by
stimulating the RWR system with a single threat emitter to
determine the one-on-one receiver operation. After
confidence is gained that the system is performing well one
on one, multiple signal environments are tested. An ISTF is
where the RWR system is first tested in the actual platform it
will be used. This is the best place to perform interface testing
because all the various avionics boxes are functioning
together for the first time.

2.3.8 Flight Testing

Flight testing is the final step in the testing process. The RWR
is installed in an operational configuration and flown against
actual radars. Initial flights may consist of only one radar
being turned on at a time to get a baseline capability and to
verify the system is operating as it was during ground testing.
More and more radars are turned on as confidence is gained
that the system is performing as it should until all available
radars of the test range are radiating against the RWR to
provide as dense an environment as possible.

Of particular interest during flight testing will be the
evaluation of false alarms. From an operational point of view
false alarms erode aircrew confidence. False alarms are said to
occur when the RWR indicates the presence of a radar known
not to be in the environment at the time of the indication.
Frequently testers attempt to characterize this phenomenon as
“false alarm rate.” This is an appropriate measure of
performance (MOP) for a radar, but not for an RWR. The
word “rate” implies that performance is characterized as a
function of time alone. Certainly if a false alarm occurs once
every minute, this would seem to be more problematic than if
false alarms occurred only once an hour. However, what is
more important is determining what fractions of all alarms
presented are false. This approach leads to the appropriate
MOP: False Alarm Ratio. This MOP should be extensively
evaluated during SIL, HITL, and ISTF tests to bound the
expected level of false alarms. Once this has been determined,
flight tests can be planned to collect sufficient data to support
calculation of the actual ratio for in-flight operation. As with
all EW receiver performance tests, the types and quantities of
threat simulators available at the OAR will be the primary
constraint on the validity of the testing. Confirmation of the
source of the false alarm is important and frequently difficult.
In the OAR environment, for instance, it is possible that
unintended signals may be observed from adjacent range
activities. Knowing exactly what sources of RF emissions are
visible to the test aircraft may be impossible. The only viable
solution may be to repeat the test at different altitudes or time
of day. In the final analysis, the tester must question if the
RWR is generating false warnings, or is there an unintentional
emission in the environment that actually represents the threat
signal of interest.

2.4 Missile Warning Systems

Passively guided surface-to-air missiles are a significant threat
to low-slow flying aircraft. These threats have accounted for
the majority of aircraft losses in combat over the last 20 years.
Passive threat warning systems, usually referred to as Missile
Warning Sets (MWSs), are now operational on helicopters
and transport aircraft.

Passive threat warning systems are designed to detect the
electromagnetic radiation from the rocket motor of the threat
missile. Detection can occur due to the rocket motor ignition
(launch detection) or by detection of the burning motor during
fly-out (in-flight detection). Most modern systems employ
sensors that use a combination of the two types of detection.
The problem to the passive warning system is to differentiate
between the signature of the threat rocket motor and the
various background sources that are always present. The
inability to completely separate the background from the
threat gives rise to system false alarms. This is probably the
most important shortcoming of the passive warning systems.
Since they operate in a totally passive mode, they must
possess very sophisticated algorithms in the processor to
detect and warn of threat missile approach in a very cluttered
background. Figure 2-2 shows a simplified block diagram of a
missile warning system.
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Figure 2-2 Simplified MWR Block Diagram
2.4.1 Sensor

From a sensor point of view, passive MWSs fall into two
broad categories. Infrared (IR) passive warning systems were
the first to be developed over 30 years ago. Present day
systems can be either scanning or staring sensors. These
systems normally operate in the mid-IR band (4 - 5
micrometers wav